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ABSTRACT

There are two major transformations currently occurring that significantly impact acquisition and
management of military systems. Network Enabled Capability (NEC) demands careful consideration of
interoperability for delivered systems; new systems must be introduced such that they are interoperable
with current systems and legacy systems must be managed (upgraded, modified etc.) such that
interoperability is maintained and, preferably, enhanced. Eventually, NEC considerations should become
‘business as usual’, but for the time being special consideration is needed. The second transformation is
the introduction of the concept of Through Life Capability Management (TLCM). Although new systems
have always been planned with consideration of their maintenance etc., TLCM has a wider scope. It
requires consideration not only of the individual systems’ life cycles, but of the management of the super
system in which new systems will operate. The whole life costs, risks, and development must be
considered by systems designers and owners.

These transformations are linked; interoperability is a key requirement of TLCM. Through a concept
mapping of TLCM, Yue & Henshaw (1) have shown that TLCM implies a need for new approaches (new
thinking) in defence systems design and acquisition. Also TLCM requires the defence supply chain
(industry) to have a changed engagement in the delivery and management of systems. This, in turn,
requires changes to the industry-customer relationship, such that new approaches to collaboration are a
vital ingredient necessary for adherence to TLCM principles.

The NECTISE (Network Enabled Capability Through Innovative Systems Engineering: www.nectise.com)
programme was a large academic-industry research programme (part sponsored by industry) to
investigate the implications for systems engineering arising from NEC and TLCM considerations. The
programme included ten UK universities, and industry technologists and systems engineers from land,
sea, air, and C4l domains.

NECTISE considered systems processes and approaches from all parts of the capability management
process (planning, design, change, and realisation in military operations). A number of new tools and
processes were developed and an important part of the programme was to demonstrate these in context
and together. This demonstration was achieved through development of a scenario that considered the
full systems acquisition and management process. By linking a set of vignettes with different timeframes it
was possible to track an exemplar system through the planning to realisation and use stages. The
scenario development drew heavily on the TTCP GUIDEx approach to defence experimentation; this
enabled effective multi-disciplinary collaboration and integration of many different research threads.

This paper will describe the scenario planning activity and outcome and illustrate the manner in which
linked research outputs were integrated into a systems engineering demonstration. The importance of
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systems architecting, both to the demonstration and (more importantly) as a key underpinning skill for
TLCM and NEC will be emphasised.

The approach taken in this demonstration of research has implications for the approaches that should be
taken for defence procurement decision making in a TLCM and NEC characterised acquisition
environment. These are described and the implications of TLCM for decision making is also highlighted.

1.0 INTRODUCTION

Network Enabled Capability (NEC) (2-4) and Through-Life Capability Management (TLCM) (5-7) are
two major transformations affecting the acquisition paradigm for the UK and other NATO nations. These
initiatives introduce new considerations that must be taken into account by the acquisition and supplier
communities with respect to military capability. Traditionally, the use of planning scenarios has been
based on those that are generically representative of anticipated types of military operation. In this paper
we shall describe the use of a scenario that takes account not only of the operational aspects, but also of
the through life aspects as well. The work reported herein is based on demonstration to a wide range of
stakeholders of research into NEC systems. However, the approach could be applied more generally to
understanding and informing the management of evolving requirements, appropriate to the present day
complex commercial environment that provides and supports military systems.

The research programme upon which this paper is based was the NECTISE (Network Enabled Capability
Through Innovative Systems Engineering) programme (www.nectise.com) (4,8,9). This was a large
academic programme across ten UK universities with support (both financial and technical) from industry
that addressed the question: are you ready for NEC? The programme had a 3.5 year duration, and its
purpose was to develop the systems of systems engineering techniques and tools that would assist industry
in meeting the customer aspirations for NEC. The programme considered the question from the
operational (i.e. military end users) and organisational (industry and civil service) communities’
perspectives. The outputs were a range of tools and processes in the areas of through life systems
management, systems architecting, supply chain decision support, and control and monitoring for
autonomous systems. A major activity within the programme was integrated demonstration of these
outputs and it is the approach to creating the demonstration scenario that is the main subject of this paper.

The paper begins with a consideration of the particular challenges and factors that NEC, and then TLCM,
introduce; it will be shown that there are many similarities and that, in fact, the NEC factors should
become a set within the wider TLCM constraints and requirements. An important model for NEC-
readiness will be presented. The approach to creation of a TLCM/NEC scenario as part of a demonstration
of capability will be described. The difference between research demonstration and that of prototype
systems will be emphasised. Finally we shall consider the importance of systems architecting to the
realisation of TLCM/NEC aspirations and the manner in which this can form part of the scenario planning
activity. The scenario demonstration approach we describe is recommended as a support activity to
decision makers in the military acquisition communities to ensure that TLCM principles are taken into
account.

2.0 TRANSFORMATION

2.1  Network Enabled Capability (NEC)

NEC (2,3,10-14) has been conceived slightly differently across the nations with advanced military
capabilities, and there are a range of definitions; broadly we summarise it as:
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..the enhancement, or realisation, of military capability achieved through effective information sharing
between geographically and/or temporally distributed sensors, decision makers, effectors, and support
services.

In general, it leads to better shared situational awareness of collaborating entities, which reduces the risk
of error, and to greater agility in the prosecution of missions. Agility is at the heart of NEC (15), in the
sense that the objectives of NEC include the achievement of more rapid decision making. It is also at the
heart of NEC in the sense of being an objective for the delivery of NEC-ready systems. The NEC
developer community must create agile systems, and they must create them in an agile fashion to keep
pace with the rapidly changing threats with which the armed forces must cope.

NEC is a systems of systems problem (16,17) and the NECTISE research programme (8) sought to
develop the appropriate systems engineering tools, processes and skills to ensure that future systems are
NEC-ready. The programme developed an important model that relates NEC-readiness themes to each
other (18) (Figure 1).

/ Interoplerability \

-

Availability
=
a
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. Dependability ~

Figure 1: NEC-readiness themes

The NEC-readiness themes are the ‘ilities’ through which the maturity and suitability of systems for NEC-
type operation may be inferred. Such systems comprise all the components of the capability and not just
the equipment part of the system. That is to say the systems are built from the full set of Defence Lines of
Development (5). For the UK, these are Training, Equipment, Personnel, Information, Doctrine/Concepts,
Organisation, Infrastructure, and Logistics. Other nations have similar lines of development, e.g. the
capability dimensions of the US are known by the initials DOTLMPF.

Figure 1 indicates that the agility objective is influenced by interoperability, dependability, affordability,
and availability. The whole is enabled by collaboration and knowledge management. The realisation of
NEC aspirations requires a number of key challenges to be addressed and the NECTISE programme
developed the systems engineering capabilities needed to do so. The priority NEC considerations for
systems designers were determined to be:

+ Interoperability considerations for all designs

» Design for proactive participation in NEC (e.g. bearing sensors for use by other network
participants)
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» Qualification for Systems of Systems
» Life cycle/legacy implications

» Solutions which contribute to all lines of development

2.2 Through-Life Capability Management (TLCM)

As with NEC, there are various national forms of TLCM, but broadly they are the same. The UK
definition is:

“..an approach to the acquisition and in-service management of military capability in which every aspect
of new and existing military capability is planned and managed coherently across all Defence Lines of
Development from cradle to grave ” (Dstl, 2006).

TLCM is addressed through a systems approach in order to minimise cost, risk, and time over the entire
life cycle of the systems that contribute to capability. TLCM could be considered as the approach through
which multiple systems’ life cycles are managed effectively over time. This implies that it includes
management both within life cycles and across several life cycles. Capabilities must be designed to co-
evolve with their environment (1) and this implies a new mindset within the developer community that
takes the long-term view of a product-systems service mix. It also implies that the relationships between
various parts of the defence supply chain must change to enable effective long-term management;
specifically a strongly partnered supply chain must be established, in which principles of open systems
and architectures apply.

The NEC-readiness themes (Figure 1) are now briefly considered from the TLCM perspective.

Agility is the principal objective of NEC, and is an important feature of TLCM. In particular, the systems
approach implied by TLCM should ensure that the systems developed are flexible and adaptable, so that
changes can be quickly (and inexpensively) made to develop capabilities rapidly in response to changing
threats. The other readiness themes contribute to this system development agility as do collaboration and
knowledge management that should be effective within the supply chain. The NECTISE research
programme contributed significant results to these aspects (19,20).

Interoperability is fundamental to effective TLCM and can be regarded as a requirement or constraint on
systems development. In particular, approaches are needed that maximise the opportunity for
interoperability with future (as yet not conceived) systems as well as with existing, or legacy, systems.
NCOIC (www.ncoic.org) (21) has provided in depth analysis of interoperability for NEC and the
significant efforts within NATO to establish NNEC rely heavily on achievement of high degrees of
interoperability between national systems (22). It is frequently forgotten that interoperability is, in fact,
context dependent and the NCOIC Interoperability Framework (NIF™) is helpful in showing the
importance of supply chain interoperability, in which not just technical, but commercial and political
considerations are important.

Affordability is essentially the motivation for TLCM (1); TLCM seeks to take the long-term view of
affordability of military systems, but this provides many significant research and commercial challenges.
In NECTISE, we took the view that affordability does not just concern the customer perspective, but also
needed to consider affordability to the supplier in terms of the TLCM trading environment. It clearly
represents a significant shift for defence suppliers from a product or maintenance role to being providers
of a product-service support mix, which brings its own challenges (23).

Dependability features in very many considerations linked to cost and reliability, but an area of major
concern for NEC and TLCM is that of qualification. The qualification of monolithic(integrated, self-
contained) systems is very often an expensive activity, but where safety or security must be established
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within a networked environment those costs are potentially hugely magnified. Difficulties occur because
collaborating systems may have been qualified at different times and to different standards. Also the
addition or upgrade of one system within the overall system of systems may require the whole system of
systems to be re-qualified. Actually, this is impossible, because of both cost and complexity, and so new
approaches to qualification are required (24,25).

Availability is related to robustness and agility, because the availability of systems provides the
commander with options and confidence in the deployable capabilities. It is of particular interest for
TLCM as (in the UK) availability contracting is a first step towards the overall TLCM ambitions. Under
the availability form of contracting, industry sells available services to the MoD by taking responsibility
for the delivery of products (e.g. aeroplanes) and their long term maintenance (e.g. so many days flying
time per annum), and disposal.

The paragraphs above highlight particular relationships and challenges associated with the NEC-readiness
themes. It is not our purpose, here, to go into more detail (see (26) for more in-depth analysis), but rather
to show that these themes have relevance at all levels within the TLCM context from the planning,
acquisition, service levels down to the operational context. The use of scenarios, and demonstrations, for
TLCM must therefore take account of all those levels and not be confined to the operational environment
only.

3.0 DEMONSTRATION SCENARIO

To demonstrate the research outputs of the NECTISE programme (which were drawn from many
disciplines and were at varying levels of maturity) a scenario was constructed from a set of vignettes that
fitted inside each other like (non-identical) matrioshka (8,9). The outer layer represented the overall
capability planning context in which the decisions have a provenance of years. The next layer was based
on the development stage for a particular capability, in which choices are made concerning how to develop
the capability to meet the needs derived at the planning level. The timescales appropriate to this layer are
months-years. The next layer has timescales of weeks-months(-year) and concerns the delivery of systems
according to the planning and development stages. The last vignette is the instantiation of the capability
change within a representative operational context; the timescales might be minutes-hours-days. There
must, of course, be consistency between the layers, but the benefit of this approach is that it can be tailored
in a plug and play sense to demonstrate different capability developments (Figure 2). The outer layers of
the matrioshka provide context and should be largely invariant for each capability development to be
tested, whereas the inner layers are specific to specific cases.

Specific

‘ Vignette
»‘\ 2

3 Vignette 3 k)
Vignette 4 / Context

Figure 2: capability development vignettes
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Because the NECTISE research programme was large and diverse, there were many stakeholders for the
demonstrations that were based around the scenario. The main stakeholders were the multi-disciplinary
academic team, the industry sponsor (BAE Systems) that included air, land, sea, and C4l business
divisions, the UK MoD (civil service and military), and the wider industry and academic communities. A
vital aspect to the scenario development was detailed consultation with all these stakeholder groups.

A significant difficulty faced by researchers in systems of systems is that they have incomplete
information and control over the systems they are investigating. Systems of systems are made up of
individual systems that are owned and managed by different organisations (27). By consulting the wider
group of stakeholders, it is possible to create a context that has the correct content at appropriate levels of
abstraction in which the research outputs (technologies, processes, etc.) can be demonstrated. However, it
is only possible to test the outputs within a relatively limited set of conditions and certainly not the full
extent that might be expected in reality. The scenario must, therefore, be sufficiently generic that it is
applicable to a wide range of plausible situations.

The GUIDEX (28) scheme was tailored for use in constructing the scenario. This provided an excellent
documentation framework through which the wide range of stakeholder inputs could be fused. In general,
the GUIDEX is used for experimentation; demonstration can be considered as an experiment or the
presentation of research outputs to stakeholders with little specific experimentation included. Within the
NECTISE programme both types of demonstration were performed on different occasions, but GUIDEX
was found to be applicable to both.

3.1 Requirements management

The research in NECTISE was founded on a set of business requirements that were translated into
research questions to make them appropriate to academic activity (8). The scenario created for the
demonstration was based on a subset of these requirements selected according to the scope and maturity of
the research being demonstrated at that stage of the programme. Figure 3 captures schematically the basic
relationship of the requirements to the demonstration scenario. The scenario has been described in detail
elsewhere (9) but, in brief, it comprised a description of the UK capability planning context (vignette 4),
and a selection from among options for improving surveillance capability that resulted in a decision to
operate a UAV from a maritime platform (a destroyer) in vignette 3. In the presentation of vignette 2
during the demonstration, the specific design and upgrade (delivery) was described and the work in
support of it had focused particularly on qualification aspects. Finally, in vignette 1 an operation to restore
free and safe operation of international airspace that was being threatened by a hostile power was
described. This included many features associated with NEC; e.g. tasking of particular force elements
through real-time selection of services and the operation of autonomous assets.

3.2 Systems Architecture

The NECTISE research included significant investigation of the use of architectures, in particular the
Service Oriented Architecture (SOA) approach as means through which the NEC challenges and solutions
could be described. Architecting is the principal thread which wends its way through all four vignettes,
beginning with a description of capability based on services and finishing with a means of planning and
assessing the viability of particular systems configurations for a military operation (17,29,30). There is
currently a considerable effort internationally to create the appropriate tools and frameworks for effective
systems of systems architecting (22,31). The emerging architecture techniques will be of vital importance
for the achievement of good TLCM and will underpin future development of the scenario generation
technique described herein. That is to say, that the scenario generation technique itself is a form of
architecting that resembles the systems (of systems) architecture it depicts.
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Figure 3: Relationship of requirements, work packages, and demonstration scenario

4.0 DISCUSSION

The matrioshka technique used to build a scenario from a set of vignettes proved very successful for
demonstrating multi-disciplinary research outputs to a wide range of stakeholders. It was a useful
approach for understanding the integration of such outputs within a TLCM context, applied to the
challenges of NEC. In fact, given the importance of NEC one could speculate that in a few years time, the
concept will simply be ‘business as usual’, i.e. appropriate levels of interoperability will be a routine
requirement for all new systems. TLCM is, of course, an ongoing endeavour and it is important that the
implications of the long-term perspective are fully represented in the scenario planning activities that
influence acquisition of military systems. The research scenario was created to satisfy a number of
business requirements and a set of implied requirements related to the currently emerging principles of
TLCM. This same technique could be applied for acquisition decisions in the future, allowing decision
makers to understand the operational use of systems being purchased and better understand the long-term
management of such systems. The scenario implicitly includes a description of the commercial
environment within which such systems will be managed and this, in turn, will allow decision makers to
consider the cultural and commercial implications of TLCM.

Our experience in the NECTISE programme was that the scenario was a powerful enabler of integration
among the research team and we speculate that the use of such a scenario could fulfil a similar role, if
architected at a sufficient level of detail, for the multiple organisations involved in the delivery and
maintenance of the systems that interoperate to provide the systems of systems from which military
capability is derived.

RTO-MP-SAS-080 11-7



Demonstrating Through-Life
and NEC Requirements for Defence Systems T menk

i

The NEC-readiness themes were important for relating different research strands and for understanding
the priorities that must be managed through life.

5.0 CONCLUSION

Based on our experience of demonstrating the outputs of applied research relevant to NEC through the
NECTISE scenario, we recommend the use of matrioshka scenarios as a means of communicating the
requirements of NEC and TLCM within the wide stakeholder group that develops and uses military
systems. Correctly architected, such scenarios can also be used to test capability options and support
decision makers in the defence acquisition environment.

6.0 ACKNOWLEDGEMENT

The work reported in this paper was supported by the UK Engineering and Physical Sciences Research
Council (EPSRC) and BAE Systems, under grant ref. EP/D505461/1.

7.0 REFERENCES

[1] Yue Y. & Henshaw M.J.D., 2009, An Holistic View of UK Military Capability Development.
Defense & Security Analysis;25(1):53-67.

[2] UK MoD. Network Enabled Capability 2005, Joint Services Publication 777.
[3] Alston A., 2003, Network Enabled Capability — the concept. J. Defence Science; 8(3):108-116.
[4] Michell S. ed. 2009, Understanding Network Enabled Capability. London: UK MoD;.

[5] UK MoD. 2009, The Acquisition Operating Framework (AOF). 2.0.14 - July 2009 ed. London:
Crown.

[6] Tibbitt, 1. 2009, MOD/DE&S evolution - where does systems engineering fit and what is the skills
need? (Keynote). Dstl Systems Skills Symposium, Shrivenham, UK.

[71 UK MoD. 2005, Defence Industrial Strategy - Defence White Paper; cm6697.

[8] Henshaw, M.J.D., Gunton, D.J. & Urwin, E.N., 2009, Collaborative, academic-industry research
approach for advancing Systems Engineering. 7th Conference in Systems Engineering Research
Loughborough, UK.

[9] Henshaw, M.J.D., 2009, NECTISE: demonstration of systems research contributions to capability
management. Dstl Systems Skills Symposium, Shrivenham, UK.

[10] Alberts D.S. & Hayes RE. 2005, Power to the Edge - command ... control... in the information age.
3rd ed. www.dodccrp.org: CCRP.

[11] Quintana, E., 2007, Is NEC Dead? - an analysis of industry's perspective on the UK NEC
programme. RUSI London: RUSI.

11-8 RTO-MP-SAS-080



AR | NATO
é?i OTAN Demonstrating Through-Life
and NEC Requirements for Defence Systems

[12] Blair C.D., Boardman J.T. & Sauser B.S., 2007, Communicating Strategic Intent with Systemigrams:
Application to the Network-Enabled Challenge. INCOSE J. of Systems Engineering;10(4):309-322.

[13] Borgu, A., 2003, The Challenges and Limitations of ‘Network Centric Warfare — The initial views of
an NCW sceptic. Network Centric Warfare 2003 Conference — ‘Improving ADF capabilities through
Network Enabled Operations.

[14] Ferbrache D. 2003, Network enabled capability: concepts and delivery. Journal of Defence
Science;8(3):104-107.

[15] Mackley, T., Barker, S. & John, P. 2008Concepts of Agility in Network Enabled Capability.
Realising NEC 2008 Leeds, UK.

[16] Cloutier R.J., DiMario M.J. & Polzer HW., 2009, Net Centricity and Systems of Systems. In:
Jamshidi M, ed. Systems of Systems Engineering - Innovations for the 21st Century. Wiley. p. 150-
168.

[17] Dickerson C.E. & Mavris D.N., 2009, Architecture and Principles of Systems Engineering. New
York: Taylor and Francis.

[18] Henshaw M.J.D., 2009, Chapter 2 — M&S using a systems architecture in support of through-life
management of NNEC; RTO-TR-MSG-062.

[19] Atkinson, S.R., Carrigan, N., Keller, R., Maier, A., Clarkson, P.J. & Johnson, P.W. 2009, Trusts,
Collaboration, Being and Situation Awareness Within (Enabled) Networks. Proc. of the 1st
International Conference on Complex Sciences: Theory and Applications Shanghai.

[20] Carrigan, N. & Johnson, P.W., 2007, The cost of collaboration in designing and support network
enabled capability. Systems Engineering for Future Capability Loughborough.

[21] NCOIC Interoperability Framework (NIF). 2008.
https://www.ncoic.org/technology/activities/education/nif/

[22] NC3A. 2009, NNEC-Related Concepts and Constructs.

[23] Morcos, M. & Henshaw, M.J.D., 2009, A Systems Approach for Balancing Internal Company
Capability and External Client Demand for Integrated Product-Service Solutions. IEEE Service
Operations, Logistics and Informatics (SOLI09) conference, Chicago.

[24] Iwu, F. & Kelly, T., 2007, Certification challenges for through-life NEC provision. Systems
Engineering for Future Capability conference, Loughborough.

[25] Hall-May, M. & Kelly, T. 2005, Planes, Trains and Automobiles — An Investigation into Safety
Policy for Systems of Systems. Proc. 23rd Int. System Safety Conf., San Diego.

[26] Neaga, E.l. & Henshaw, M.J.D., 2008, NEC Themes: A Conceptual Analysis and Applied
Principles. Realising NEC 2009 Leeds: Leeds Univ.

[27] Maier M.W., 1998, Architecting Principles for Systems of Systems. Syst. Eng.;1:267-284.

[28] Labbe P., 2006, Guide for Understanding and Implementing Defense Experimentation (GUIDEX).
TTCP. http://www.dtic.mil/ttcp/guidex.htm

RTO-MP-SAS-080 11-9



Demonstrating Through-Life
and NEC Requirements for Defence Systems T oA

i

[29] Liu, L., Russell, D., Looker, N., Webster, D. & Xu, J., 2008, Evolutionary Service-Oriented
Architecture for Network Enabled Capability. International Workshop on Verification and
Evaluation of Computer and Communication Systems (VECoS) Leeds, UK: eWiC series of the
British Computer Society (BCS).

[30] Russell, D., Looker, N., Liu, L., &; Xu, J., 2008, Service-oriented integration of systems of military
capability. 11th IEEE International Symposium on Object/component/service-oriented Real-time
Distributed Computing (ISORCO08), Orlando, USA..

[31] NC3A. 2007, NAF v.3 Enabling NNEC for NATO.
http://194.7.80.153/website/book.asp?menuid=15&vs=0&page=volume2%2Fch02s06.html

11-10 RTO-MP-SAS-080



